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ABSTRACT

For all purposes and intents, being able to infer the topology of a network is crucial to both
operators and adversaries alike. Traceroute is a common active probing technique but it
may be subverted by deceptive responses. We identify possible inconsistencies in tracer-
oute deception systems, and endeavor to find potential deception in the historic IPv4 Routed
/24 Topology Dataset from the Center for Applied Internet Data Analysis (CAIDA). Our re-
sults show three major patterns in 2013 and 2014 that exhibited instances of inconsistencies
matching the techniques in our methodology. In addition to analyzing the historic dataset,
we evaluate three cases of traceroute manipulation in the wild. These case studies in-
clude The Pirate Bay (TPB) server supposedly residing in North Korea, the Star Wars- and
Christmas Carol-themed gags involving customized Domain Name System (DNS) names,
and the experimental DeTracer at the Naval Postgraduate School (NPS). In the TPB case,
we discovered extensive and long-running deception in the /24 subnet. We find intriguing
patterns in the gag traceroutes and fake topologies from the DeTracer for which we may use
to improve our filtering process. In all, the findings will aid future operations in verifying

inferred network topologies from traceroutes.
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CHAPTER 1.

Introduction

Active network probing is a means of discovering a target network’s configuration and
topology. Many networks and organizations block outside probing for privacy or com-
petitive reasons. This thesis considers an alternate defensive strategy: topology deception.
Specifically, we seek to discover properties of deceptive topology countermeasures that hint
at their existence, and exploit those properties to discover the prevalence of such systems

across the Internet.

According to the definition used in the ATIS Telecom Glossary [1], the network topology
is the “specific physical, i.e., real, or logical, i.e., virtual, arrangement of the elements of a
network.” We consider the elements in the target network like computers, routers, servers,
and switches. For instance, a typical active network topology probing operation will enable

the creation of a human-readable visual network map.

1.1 Network Topology Probing

Reconnaissance of an adversary’s operating areas is a key initial element when defining a
concept of operations for future cyber missions. Likewise, in a world interconnected by
high-speed networks and shared transmission hubs, intelligence gained from an organiza-
tion’s network topology could allow malicious actors to prioritize their mission objectives

and identify especially weak or critical points in the network.

Knowledge of the network topology has benefits to internal and external users of the net-
work. The network administrators might be interested in identifying the traffic bottlenecks
and perform rerouting to ease congestion. In like manner, content providers desire optimal
delivery of paid content and will seek to find alternative paths to their customers. Adver-
saries could discover network elements of high utilization to be possible single points of
failure and carry out denial-of-service attacks. They may consider injecting a network tap
into those elements to become potential traffic eavesdropping points. They may also com-

promise a border machine and use it as a pivot point to attack other machines on the same



network, in an effort to bypass firewall restrictions on external connections.

A common active probing technique is to perform a traceroute to a target network destina-
tion in order to determine the forward path (sequence of router interfaces from the source

to the destination).

1.2 Probing Countermeasures

A defender can elect to either deny active probing with network filters such as firewalls, or
deceive incoming probes with falsified data so as to present a fictitious network. With fire-
walls, the defender is able to filter incoming probes but some diagnostics capabilities will
be lost in the event of network outages. A balance between isolation and troubleshooting
capability has to be found for such configurations. On the other hand, data representing
a false network topology could be presented to the probes by simulation or using actual

decoy hardware.

An alternative decoy technology available is the honeypot. Honeypots and honeynets are
canonical examples of decoys that are frequently used for deception and intelligence gath-
ering. Spitzner [2] states that a honeypot is a “security resource whose value lies in being
probed, attacked or compromised.” A honeynet consists of two or more honeypots in the
same network. A honeypot appears to be a legitimate part of the network and lures would-
be attackers to compromise it. It is a continuously monitored, isolated system made up of
physical or virtual components. In our case, honeypots may be used for deceiving probes

and alerting the defender if necessary.

A documented case of employing decoy hardware was the “Star Wars Traceroute” ad-
vertised on the Internet by Werber in 2013 [3]. He deployed two Cisco 1841 Integrated
Services Routers with Virtual Routing and Forwarding (VRF) [4] and allowed traceroute
traffic to be redirected into the two-router chain, generating a custom themed message when

the IP addresses were resolved.

In the case of traceroute probing, the defender may manipulate the return traffic with de-
ception outcomes such as hiding legitimate nodes, seeding virtual nodes, and masquerading

as other nodes. Critical servers and routers are common examples of legitimate nodes that



benefit from obscurity. Virtual nodes could be injected to portray the existence of a smaller
internal network and bait possible attackers into investing time and effort to probe them.
This enables redirection of an adversary’s focus as well as enabling monitoring on those
nodes. As the virtual nodes are dedicated decoys, any detected activity is less likely to be
considered benign and may be investigated promptly. Nodes masquerading as legitimate
nodes may cause confusion if they appear to be connected when no such direct link exists
in the real world. An example of such a pretense could be showing adjacent routers being

located in countries that do not have direct land or sea communication links to each other.

1.3 Imperfection in Deception

As with all implementations of deception systems, there is a possibility of misconfiguration
or flaws, either accidental or deliberate. The implementing party may not have considered
all cases and has omitted certain modifications, which leave clues due to an incomplete
fabrication. In another case, the deception system may only be designed to counter probes
using a specific protocol. An adversary opting to perform active probing using several pro-
tocols may observe inconsistencies and become suspicious. In addition to inconsistencies
arising from incomplete implementations, sections of the presented deception may not be
feasible. Some of the reasons include latency mismatches in deception-supplied and direct
packets, impossible physical connections according to the return probes, as well as prior

known ground truth.

Aside from imperfections in network topology deception, there may be discrepancies in
other deception systems that adversaries may take advantage of to establish authenticity
of the presented output. An example is the capitalization of the fact that tarpits such as
LaBrea [5] do not return Transmission Control Protocol (TCP) options in its responses,

and this revelation can then be used to suggest the existence of a tarpit [6].

Not all network topology deception is designed with the goal to improve network security.
There are elaborate gags that control a series of specially crafted, themed Domain Name
System (DNS) names such that the eventual output of regular traceroutes tells a story. An
example of a such a gag was a reddit post that encouraged users to traceroute to a specific

website [7]. The traceroute responses returned Internet Protocol (IP) addresses that, when



resolved, were in the form of a Christmas carol.

1.4 Countermeasure Detection

It has been reported that The Pirate Bay, a popular torrent website, performed topology de-
ception by replying to traceroutes with extraneous and false data in 2013 [8]. A blogger by
the name of Will [9], wrote that by performing traceroutes of the IP addresses present in his
original traceroute response of the website, he discovered the path taken was significantly
different. Specifically, he mentioned the Autonomous System (AS) numbers resolved from
the IP addresses did not actually link up with each other and this implied that a portion of
the reported route was fake. The inconsistency was discovered as a result of deeper probing
and elimination of false leads. While this is a known isolated example, this thesis seeks to
cast a wide net and generally discover the extent of topology deception present on the wider

Internet.

This thesis relies on data that is publicly available to researchers from the Center for Ap-
plied Internet Data Analysis (CAIDA). The data are examined for inconsistencies in return-
ing traceroute probes from a target network that may reveal the presence of deception. The
scope is limited to past and present traceroute data collected from vantage points across
the globe. The prevalence of traceroute deception on the broader Internet is a subsidiary

research question.

1.5 Thesis Structure

e Chapter 1 introduces the reader to network topology probing and deceptive counter-
measures, and highlights the factors that diminish the quality of deception, leading
to the development of specific detection methods.

e Chapter 2 explains concepts related to traceroutes and network topology deception.

e Chapter 3 discusses the methodology for filtering the CAIDA datasets and the tech-
niques used for revealing traceroute deception. It also presents case studies of real-
world scenarios of possible deception.

e Chapter 4 reports our findings based on the filtered CAIDA datasets. We also analyze



data on some real-world examples that exhibit interesting network topologies.

e Chapter 5 presents our conclusions as well as future work.
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CHAPTER 2:

Background and Review of Literature

This chapter introduces the concepts, data sources, and tools used for network topology
probing. The deception inconsistencies are explored in greater depth, followed by a review

of prior literature on topology deception.

2.1 Traceroute Concepts

The concept of traceroute is to provide insight into the forwarding of IP packets to their
destinations. While traceroute [10] is both the name of a utility present in most operat-
ing systems as well as a term for the said utility’s output, it is now generally considered
a technique. Traceroutes are often employed as a diagnostic tool to investigate and trou-
bleshoot network issues. A typical traceroute implementation uses User Datagram Pro-
tocol (UDP), Transmission Control Protocol (TCP), or Internet Control Message Proto-
col (ICMP). Different operating system families tend to use different protocols in their
traceroute implementations. For instance, the Microsoft Windows tool “tracert” adopts the
use of ICMP [11], while “traceroute” in Linux systems [10] uses UDP as its default pro-
tocol. The traceroute technique is heavily reliant on the interpretation of replies from the
routers along the path to destination host. As these replies lack any form of authentication
and non-repudiation features, they are susceptible to data manipulation for the purposes
of masking the network topology, impersonating other hosts, and/or the host operator’s

preference.

Under IPv4, a traceroute sends a series of probes with incrementing Time-to-Live (TTL)
values to a destination. Each router along the forward path decrements the probe packet’s
TTL value, and if the TTL value is zero, discards the packet and replies to the prober
with an ICMP error datagram. As routers provide interfaces for two or more networks to
connect to each other, there must be a selection process that decides which interface address
to use as the source of the ICMP datagram. Traceroute only reveals the router interfaces

receiving and responding to the forwarded probe. Links in between the original prober and



its final destination are commonly known as “hops.” The two ICMP message types seen in
the responses must be either Time Exceeded or Destination Unreachable. By default, the
prober expects a Time Exceeded message for each hop, except the destination for which
it expects a Port Unreachable sub-type of the Destination Unreachable type. The Time
Exceeded message includes the first 64-bits [12] of the original datagram’s data, allowing
the traceroute to compare source addresses and map ICMP responses to the corresponding
hops. It has to be noted that this method is causing only the nodes along the path from
the original prober to its final destination to report, and does not infer that the return path
is always the same. The interpretation of these responses allows the sender to infer the
resultant network topology and the per-hop RTT latencies as shown in Figure 2.1 and Figure
2.2.

Tracing route from 1.2.3.4 to 5.6.7.8:
Router A [1.2.3.1] 100ms 90ms 100ms
Router B [2.3.4.99] 120ms 120ms 130ms
Router C [3.4.5.99] 150ms 135ms 160ms
Destination [4.5.6.7] 200ms 230ms 220ms

Figure 2.1: An example of traceroute output.

A typical traceroute usually sends three probes in succession for each TTL value. In the ex-
ample result shown in Figure 2.1, the first column reports each of the discovered node with
its corresponding interface’s IP address. The round-trip time taken for each of the probes is
shown in the last three columns. By default, groups of three probes are sent to compensate
for random packet loss and network jitter. The shortest time of the returning probes in the
group will be recorded. Figure 2.2 shows an inferred network topology diagram obtained
from the results as shown in Figure 2.1. The first group of probes with a TTL of one arriv-
ing at Router A will invoke a response through the 1.2.3.1 interface back to the source. The
next series of probes of TTL value two will pass Router A and invoke a return response
via Router B’s 2.3.4.99 interface as the probe TTLs become zero. Subsequently, the third
group of probes will trigger a similar effect at Router C. Finally, the probes arriving at the

destination 4.5.6.7 will return an ICMP Destination/Port Unreachable message.
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Destination
4.5.6.7

Figure 2.2: Inferred network topology from traceroute.

2.2 Paris Traceroute

Augustin et al. [13] has shown that traceroute does not guarantee precise mapping of a
network due to the presence of load balancing routers. Routers along the forward path may
reside in different networks and have varying data-spreading policies. Their respective
network administrators may employ load balancing to redirect data packets to alternative
routers based on the current network utilization. The outcome is the existence of alternative

routes to the desired destination over the course of the traceroute operation.

There are three main policy categories of load balancing: per-flow, per-packet, and per-
destination. The Request for Comments (RFC) 3917 [14] states that “a flow is defined as a
set of IP packets passing an observation point in the network during a certain time interval.”
Per-flow load balancing looks at the packet header information of each packet, assigns the
packet to a flow, and ensures that the router does not disrupt packets belonging to the
same flow during the routing process. From the surface, default traceroute probes from the

same source are very likely to end up in the same flow for that hop. Unfortunately, the



variance in each consecutive distinct probe, for example, varying Destination Port fields,
can cause the flow identifier to change. In comparison, per-packet load balancing forwards
packets in a round-robin fashion, based on the current network utilization, and increases
the likelihood of successive probes being forwarded to different next hop routers. This
generates conflicting replies during the affected hops, which leads to multiple branches in
the resultant route. Per-destination load balancing is similar to per-flow since it enforces
redirection based on the destination IP address. The impact of these load balancing policies
is that anomalies such as loops, cycles, diamonds, missing nodes and links, and false links

will introduce errors in the topology mapping process.

Augustin et al. also introduces Paris Traceroute, which aims to provide a more accurate
picture of actual packet flows. It manipulates the probe packet header fields in order for
load balancing routers to maintain a constant flow identifier for its probes, and yet be able
to match reply packets to their corresponding probe packets. This thesis utilizes results
from the Paris Traceroute to determine whether inconsistencies found contribute to actual

deception.

2.3 Autonomous Systems

The definition of an AS is “a connected group of one or more IP prefixes run by one or
more network operators which has a single and clearly defined routing policy” [15]. These
network operators are commonly Internet Service Providers (ISPs) or significantly sized
organizations like the Department of Defense (DOD), operating separate connections to
various networks. Each AS is to be assigned a globally unique Autonomous System Num-
ber (ASN) as an identifier and also used in the exchange of exterior routing information
between adjacent ASs [15].

Border Gateway Protocol (BGP) is an inter-AS protocol used to exchange network reach-
ability information between different ASs [16]. A BGP speaking system uses TCP and
maintains a table of AS paths for the forward of packets belonging to specific subnets.
These AS paths will reveal information about the route in which traceroute responses tra-
verse through. Thus, the physical path may then be analyzed for connections between ASs

of non-bordering countries.

10



2.4 CAIDA Ark and Scamper

CAIDA [17] is “a collaborative undertaking among organizations in the commercial, gov-
ernment, and research sectors aimed at promoting greater cooperation in the engineering
and maintenance of a robust, scalable global Internet infrastructure.” CAIDA is also an op-
erator of a globally distributed measurement platform named Archipelago (Ark), with the
primary goals of cutting down on effort required for complex large-scale measurements,
and promoting community-oriented measurement infrastructure with collaborators being

able to run their own vetted measurement tasks [18].

CAIDA hosts measurement datasets collected from 1998 onwards such as the Internet Pro-
tocol version 4 (IPv4) Routed /24 Topology Dataset [19]. This dataset consists of scamper
warts [20] files categorized according to the probing host and day, which contain traceroute
data across all /24 prefixes in the routed IPv4 address space. Luckie [21] designed Scam-
per to be a scalable and extensible packet-prober for active measurement of the Internet. It
includes an implementation of Paris Traceroute for analyzing network topology and per-
formance. The parallel probing nature of Scamper is a good fit for the collection of active
measurement data on Ark. Hence, this thesis entails working with the IPv4 Routed /24
Topology Dataset, augmented with IPv4 Routed /24 DNS Names Dataset [22] and the Uni-
versity of Oregon Route Views Archive Project [23] to allow IP address to AS matchups.
Warts [20] is the native binary output file format of Scamper. It is extensible and able
to record considerable detail as well as meta data on each measurement. Scamper also

supports output to ASCII text.

The 1Pv4 dataset was generated in a methodological way as documented [19] in its dis-
tribution page. The probing work consisted of continuously sending out scamper probes
performing traceroute to all routed /24 networks in the IPv4 address space. The load was
divided among three teams of approximately 17—18 Ark monitors in different geograph-
ical regions. A destination address would be picked at random from each routed IPv4 /24
prefix on the Internet. Another constraint was the /24 prefix that the address belonged to
had to be unique across all monitors within a probing cycle of around 48 hours. Each
team’s monitor would then probe the allocated address and store the results in compressed

warts files.

11



2.5 1P Geolocation

Successful traceroute responses confer the ability to know more about the physical forward
path taken by the probes. Geolocation may be performed on IP addresses through database
lookups, measuring delays from multiple vantage points, and obtaining clues from DNS
Pointer Records (PTRs) [24]. A whois of the IP address queries Regional Internet Reg-
istriess (RIRs) will reveal information on the ISP and ASN [25]. As ISPs and ASNs are
bound to specific countries, they at least provide a coarse-grained picture of the traversed
route. Likewise, the DNS PTR may offer hints on the country origin based on the host-
name, if available. The use of delay-based measurements takes advantage of the differences
in Round Trip Times (RTT) between geographically distributed vantage points and chosen
landmarks. This concept is beneficial to unmasking deception and is explored further in
Chapter 3.

The time delay between sending an outgoing probe and receiving its corresponding re-
sponse on the prober’s machine is known as the RTT. It also reveals information on the
distance traveled by the probe. The sources of RTT include i) propagation delay, ii) trans-
mission delay, iii) processing and iv) queueing. Propagation delay is the time taken for
a bit to transit between two routers, while transmission delay is the delay resulting from
pushing a packet onto the transmission medium. In most cases, the propagation delay is
dynamic from varying route and traffic conditions, and dominates the fixed transmission
delay, which is dependent on the medium used such as copper and fiber cables, or wire-
less links. The processing delay comes from time spent by routers performing parsing and
processing on the packet headers. Lastly, the queuing delay is dependent on time spent
waiting in the buffer of both the sender and receiver devices. It must be noted the delay-
based geolocation is relatively inaccurate due to the above sources of delay, as well as
routing strategies causing inefficient routes such as circuits and loops. Given that the RTT
is calculated on the prober’s machine, the country of destination is known, and coupled
with signal propagation at the speed of light, the minimum delay possible will be the time

taken for light to make a round trip.
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2.6 Deception in Computer Security

Computer security encompasses a wide range of security topics centered around data,
computers, and computer networks. From the National Institute of Standards and Tech-
nology (NIST) definition, computer security comprises of “measures and controls that
ensure confidentiality, integrity, and availability of information system assets including
hardware, software, firmware, and information being processed, stored, and communi-
cated” [26]. Computer Network Defense (CND) is a term categorizing defensive actions
selected against unauthorized activity within computer networks [26]. Yuill states that a
deception operation is a planned set of actions taken to mislead hackers and thereby cause
them to either embark on or avoid specific actions that aid CND [27]. As an illustration, an
offensive mission may apply deception within an adversary’s domain or deploy deceptive

defensive countermeasures on home ground.

Deception systems could be improved by understanding the nature of deceit and how it
works in general. Almeshekah et al. elucidated a model for planning and integrating decep-
tion in security defenses effectively [28]. They covered a taxonomy of deceitful techniques
revolving around the concepts of hiding reality and simulating substitutes. The act of hid-
ing included masking the existence of valued parts, repackaging as a camouflage method,
and dazzling as an approach to causing confusion among similar objects. The second con-
cept targeted methods to mimic or imitate, inventing non-existent components, and provide
decoys to divert attention. They also outlined the need for understanding and exploiting
potential adversaries’ biases. The success of a defensive deception system depended on

sustainable and plausible alternative perceptions.

Denning described the differences between active and passive cyber defenses using an ac-
tive and passive air defense analogy [29]. Active defenses include Intrusion Prevention
System (IPS), firewalls, honeypots, access controls, among others. The rationale for hon-
eypots and the like is the diversion of attackers’ attention to isolated systems where their
behavior can be monitored. The result is similar to the act of deflecting approaching mis-
siles and rockets. In contrast, passive cyber defense considers cryptography, monitoring,
vulnerability assessment, cybersecurity education, and so forth as examples that empha-

sizes on making systems tougher to be attacked. In this thesis, we focus on the defensive
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aspect of deception operations carried out by adversaries in their networks.

Heckman et al. summarized some of the possible resources supporting a cyber deception
operation and includes honeypots, “fake honeypots,” “fake fake honeypots,” honeynets,
honeyclients, honeytokens, and tarpits [30]. They highlighted an interesting use of decep-
tion where the defenders in a cyber-wargame experiment activated a CND tool to selec-
tively redirect adversaries to a fake system that dynamically rewrote content from the real
system. A shortcoming of the tool was that the adversaries gained access to both fake and

real systems and could subsequently recognize some telltale signs of deception.

2.7 Topology Deception

Traceroute is the de facto probing technique and tool for topology mapping [31]. Tracer-
oute deception is an example of internal defense described in [29] since the deception is
done in the defender’s network instead of the attacker’s. For traceroute probes originating
from a local network where latencies are typically low, the essential concern is to detect
and craft responses to all types of probes whose source IP addresses indicate their origin
from a network controlled by the defenders. Incoming probes from the wider Internet usu-
ally have to transit through various ASs and possibly crossing over into other geographical
regions. Organizations deploying deception have to examine these additional aspects when
designing their deception systems. They might also consider between two forms of tracer-
oute deception, mainly inventing replies with spoofed IP addresses or manipulating replies
based on the real physical topology. The first option offers the best flexibility at the cost of
greater computing resources. The second option allows the network load to be balanced but

constraints the deceptive topology due to the dependence on the physical network layout.

Prior work in this field [32] [33] detailed methodologies for manipulating the perception
generated from an adversary’s analysis of the traceroute probe responses. The implemen-
tation required modification of the router kernel in order to deliver custom fake responses

to traceroute probes.

Trassare et al. [34] introduced a methodology for deceiving incoming traceroute probes

and providing a configurable illusion of a network topology to the prober. Their effort
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concentrated on adversarial active probing, of which traceroute is the tool of choice.

Trassare et al. focus on benefits to the military counter-intelligence by providing both ran-
dom and intelligent masking methods. The random method is akin to military radar jam-
mers in an electronic warfare (EW) suite emitting false radio frequency (RF) signatures,
and generates responses to traceroute probes with pseudorandom source addresses based
on a random number generator. Although such deception may be unraveled by more so-
phisticated adversaries, the primary purpose is to add frustration and delay to the topology
mapping process. The intelligent method is more elaborate and aims to turn the existing
genuine topology into a deceptive version that shields critical infrastructure nodes of high

value.

The implementation was performed by developing a Linux kernel module for a virtual
Cisco 3725 router as a proof of concept. The experiment setup involved using the Graphical
Network Simulator (GNS3) due to the ease of virtualization of hardware and software
components. The custom kernel is an illustration of a deception system simulating false
responses. Simulation helps to replace hardware decoys by taking on their specialized

roles with respect to traceroute responses.

In order to unmask such deception, the prober has to adopt a multipronged approach of dis-

covering inconsistencies in the deception by means of further probing with varied methods.

West built on on Trassare’s work on detecting traceroute probes and developed a tool called
DeTracer to present a fake network topology to incoming IPv4 probes [33]. The tool was
able to portray the alternative routes for IP addresses of a given source-destination pair.
It covered the usage of UDP, TCP, ICMP, paris-traceroute, scamper, and nmap traceroute

probes and successfully responded with a deceptive route.

The initial experiment was carried on using virtual machines playing the role of a prober,
DeTracer, and web server. Although there were some inconsistencies with the unrealistic
probe RTTs, they disappeared when individual physical machines were deployed instead.
In addition to the localized laboratory experiment, West deployed DeTracer on a single IP
address on the public Internet. Global probers such as Ark would then be able to probe and

obtain a fake traceroute result. The DeTracer demonstrated the traceroute replies containing
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made-up hops with IP addresses with realistic RTTs. It also replicated a portion of the fake

path presented in the Pirate Bay case in Chapter 3.

2.8 Topology Deception Inconsistencies

This thesis assumes active deception is being implemented on some of the destination hosts,
with the goal of intentionally deceiving incoming probes and portraying a divergent net-
work topology. As such, the goal is to methodologically distinguish between honest and
deceptive hosts. This fabricated topology may hide critical servers or show a honeypot
disguised as a series of routers. We consider unusual but legitimate traceroutes that exhibit
characteristics of an elaborate gag to be of interest. A known instance is the Christmas carol
traceroute made viral in a reddit post [7]. It is possible that deception systems in the wild
are not always perfect. Hence, an imperfect active deception system will exhibit incon-
sistencies and anomalies, which may indicate the use of deception in the return traceroute

data. These imperfections would be most suitable for exploitation.

There is a particular field of note in every IPv4 packet called the IPv4 Identification (IPID)
field. Its original intention was to provide a mechanism to distinguish fragments of one
packet from another by having unique identifiers within the same source-destination pair
and protocol [35]. Bellovin noted that consecutive packets originating fro